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Abstract: To tackle privacy concerns on user information leakage in trajectory outsourcing services, a privacy-preserving
trajectory similarity computation (pTSC) method was proposed. A trajectory outsourcing service provider was enabled to
store encrypted trajectories from owners, wait for encrypted interested trajectories from requesters, and compute trajecto-
ry similarity between an interested trajectory and stored trajectories in ciphertext domain without learning anything about
users’ trajectories. To compute a trajectory similarity over encrypted trajectories efficiently, a secure trajectory similarity
computation protocol with longest common subsequence was proposed, which used somewhat homomorphic encryption
and secure comparison protocol to compute the length of longest common subsequence over two encrypted trajectories.
Furthermore, a ciphertext compression algorithm was designed to improve efficiency. Theoretical analysis and experi-
mental evaluations show that pTSC method is secure and efficient.
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3) for i=0,1,---,n—1 do
4) idx <~ imodn,_;

}|>0|>0|>0|>0|>0|>0| =0T=0]

}|<0 [<0 [=0[=0[=0[=0[=0[>0]

}I<0 [<0T<0T<0=0[=0[<0[=0l

}|>0| SIS0 <0[<0[=0T=0]

O ARUERE A THEMHME. [ AE

4 EEAE R
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5) if idx=0 then

6) zeropad < {a, |---|a, ), HH, R
jeli+amodn,---,i+n.a—-1modn} ,
Maa, =0, HMla, =1;

7) (Ti;ti “— cﬁs\t[ X zeropad;
8) dist; « Rot, (d/igt[);

i modng)(a-1)

9 elseif 0<idx<n,—1 then

10) zeropad < {a, |---|a, ), HHd, WHR
Jjeli—(n,—idx)a+nmodn,:--,i —Imodn} U
{i+amodn,---,i+(n, —idx + 1) —1modn}
MAa,=0, HMa,=1;

11) dist; « dist; X zeropad;

12) dist; « Rot, s (cﬂ;[,-);

13) elseif idx=n,—1 then

14) zeropad < {a, |---|a, ), HH, wf
jef{i—(n,—a+nmodn,---,i —1modn} ,
Mla =0, Flla, =1;

15) dist; « dist; zeropad;

16)  disti <Rot, (dist);

17) bc <«— U(ﬁ;ti—Z 2! (ﬂaﬁi—l 2! (ﬂ;ti;

18)  endif

19) end for

20) return bc ;
21) endif

22) return D ;

BiE3 BKAJTIFAZ AT (SLCSS)
iﬁ])\ TS iﬁj)\R:{’/b"”arﬁq} , € :{VO+€2,"',

n
r e}, K f=n —{ J ;s CS A D! = {dist) -,
n

(21

dist', ) FIURLHT sk

Wl RKAITFYLCSS(tr, tr,)

CS
1)for i=(-1,---,0 do

2)  dist; « Enc((dist)[i]|-| dist) ,[i]), pk);
3) end for

4) Kk dist .}y, % TS;

TS

S)one < (1|---|1);

6)for i=(-1,---,0 do

T n Gl Tl

8) &< {(ry +eNNi| | (rpy + D

9) end for

10) for i=¢-1,---,0 do

11) if i=/-1 then

12) 4, < dist; K (one—r);

13) b < r X (oneBdist,);

14) ¢ <—<ﬁs\t’i®(one—ei);

15) c?l. ee,&(oneEI(ﬁs\t’i);

16) endif

17) if i</-1 then

18) 4 < (oneBh, )X (4, B(oneBd,, )N
(ﬂs\tl,- X (one-r));

19) b < (oneBa,,)X (b, B(oneSh,,)
r X (one Bdist ,));

20) ¢« (oneBd, )X (¢, B(oneB¢, )X
(ﬁs\tl,- X (one—¢,));

21)  d <« (oneB¢,,)X(d,, B(oneBd, )X
e, X (one B dist ,)):

22) endif

23) CI/lfi for

24) rlt« (oneB b)) X d,;

25) Kikrt % CS;

CS

26) rlt « Dec(r/l\t,sk);

27) Ki% rlt & TS;

TS
28) return LCSS(rlt) ;
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